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Short Agenda

AH - Auditorium Hall CR1 - Conference Room 1
TH - Theatre Hall CR2 - Conference Room 2
CR3 - Conference Room 3

DAY ONE | 9 OCTOBER 2017

8:30-9:45 REGISTRATION - Foyer

10:00-10:30 OPENING CEREMONY - AH

10:30-10:45 Coffee Break

10:45-11:15 KEYNOTE PRESENTATIONS WITHIN CYBERSEC THEMATIC STREAMS - State Stream, Future Stream - AH
11:15-11:30 SHINING A LIGHT ON THE CYBERTHREATS LANDSCAPE IN EUROPE - AH

11:30-12:30 State Stream - FROM CYBER WITH LOVE - DIGITAL THREATS TO DEMOCRACY - AH

12:30-13:15 INNOVATION STAG(T)E KICK OFF - AH

13:15-13:30 Coffee Break

13:30-14:30 State Stream - AH | Business Stream - CR1 | Defence Stream - CR2 | Future Stream - CR3 | Innovation Stage - TH
14:30-15:15 Lunch

15:15-15:30 EU CYBERSECURITY PACKAGE - AH | Innovation Stage - B2B Zone

15:30-16:30 Future Stream - NEWLY-WEDS: ARTIFICIAL INTELLIGENCE & CYBERSECURITY - AH | Innovation Stage - B2B Zone
16:30-17:30 Future Stream - AH | Business Stream - CR1 | Defence Stream - CR2 | State Stream - CR3 | Innovation Stage - TH (untill 18:30)
17:30-17:45 Coffee Break

17:45-18:45 Special Panel - THE EVIL FACE OF THE INTERNET - AH | Special Panel - FOREIGN AFFAIRS IN THE DIGITALWORLD - VIP area
18:45-20:00 Networking with a glass of wine in the venue | Startup Stage - TH (untill 20:15)

20:00-23:00 BANQUET - SUKIENNICE (by invitation only / buses leave Hotel Q at 19:30)

DAY TWO | 10 OCTOBER 2017

8:00-8:30 REGISTRATION - Foyer

8:30-10:00 Special Panel - Future Stream- REGIONAL CYBERSECURITY ECOSYSTEMS - AH

10:00-10:15 Coffee Break

10:15-10:30 OPENING CEREMONY - DAY TWO - AH

10:30-11:00 KEYNOTE PRESENTATIONS WITHIN CYBERSEC THEMATIC STREAMS - Defence Stream, Business Stream - AH
11:00-11:10 BEST CYBERSEC 2017 STARTUP PRESENTATION - AH

11:10-12:10 Business Stream - INTERNET & THINGS: WILL THEY LIVE HAPPILY EVER AFTER? - AH | Innovation Stage - TH
12:10-12:25 Coffee Break

12:25-13:55 Business Stream - AH | State Stream - CR1 | Future Stream - CR2 | Defence Stream - CR3 | Innovation Stage - TH
13:55-14:45 Lunch

14:45-15:00 SPECIAL OPENING OF DEFENCE STREAM - AH

15:00-16:00 Defence Stream - MISSION ASSURANCE IN THE AGE OF CYBER UNCERTAINTY - AH | Innovation Stage - TH
16:00-16:10 Coffee Break | INVESTORS TOUR (by invitation only / buses leave from the main entrance at 16:00)

16:10-16:55 Defence Stream - AH | State Stream - CR1 | Future Stream - CR2 | Business Stream - CR3

17:00-17:15 KEYNOTE CLOSING PRESENTATION - AH

17:15-17:45 FIRESIDE CHAT: WHAT IF PRIVACY BECOMES HISTORY? - AH

19:00-till the sun comes a-shinin CLOSING PARTY - KOSCIUSZKO MOUND (by invitation only / buses leave Hotel Q at 18:45)
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9-10 OCTOBER 2017

Ladies and Gentlemen,

Welcome to Poland, welcome to Krakow, welcome to the 3rd edition of the European Cybersecurity Forum!

It has been quite a journey for us all and it is indeed a great pleasure to write these words to you for
the third time.

The first edition of CYBERSEC was hailed as one of the best cybersecurity conferences in Europe.
A lot of international working relationships, even friendships, were built over those two days in 2015.

The second edition of CYBERSEC was again a great success with the best team one could ever have.

Ladies and Gentlemen, itis largely thanks to you that we are now a trend — a community of people for whom
cybersecurity is not just a job but passion. We are the CYBERSEC Community.

Allof thisis possible because some time ago the world of hi-tech collided head on with economy and politics,
opening up a true Pandora’s Box of cyber disruption. Today, digital technologies transform our everyday
livesin ways that were once only imagined in science-fiction Hollywood blockbusters. As we move towards
the Internet of Everything and the Era of Al, the stakes are getting even higher.

Cyber disruption creates new threats to the society, democracy and industry as we know it.

We need engineering professionals developing new technologies, economists, policymakers, academics
and think tankers to engage in a strategic dialogue to figure out how to deal with cyber disruption together.
After all, technology exists to benefit all mankind, not to threaten its future. Cybersecurity has become
a policy concern and a national security priority. It is also a critical challenge to such fundamental values
asour privacy and autonomy.

Over the next two days, we will be exploring cyber disruption following the four thematic streams: State,
Future, Business, and Defence, in 80 panel discussions, debates and presentations with active involvement
of more than 140 speakers and 1,000 participants. We will also launch a new CYBESREC format - Inno-
vation Stage, because disruptive technologies unleash incredible demand for innovative cyber products
and services. We will also continue our mission to educate and build cybersecurity awareness and knowledge
insociety at large during CYBERSEC for SENIORS and CYBERSEC for YOUTH.

We believe that this holistic approach combined with our new dynamic formula will help us create sound,
practical, and actionable recommendations for the European Union, NATO and the entire Transatlantic

community.

Ladies and Gentlemen, our goal was to create a perfect setting for dialogue and experience sharing between
all of you. We hope we will all make the most of upcoming event.

We look forward to welcoming you every year-to CYBERSEC.

T Setitooirla |sonbole el

Dr. Joanna Swiatkowska Izabela Albrycht
Programme Director of CYBERSEC, Chair of the CYBERSEC Organising Committee,
Senior Research Fellow for Cybersecurity of Chair of the Kosciuszko Institute

the Kosciuszko Institute
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Cybersecurity is the foundation of any technological project. Alior Bank’s “Digital Rebel”
strategy is being implemented by over 700 experienced IT and cybersecurity profes-
sionals. They are focusing on customer-centered, innovative and secure solutions. By
implementing face and voice biometrics, blockchain and cloud technology we are bringing
security of our services to much higher level. We are also preparing ourselves for using
all potential merits of PSD2 directive with Open API platform as the key enabler. | believe
that focusing on the above areas will ensure Alior Bank become the most innovative and
yet the most secure digital bank in the market.”

- Michat Chyczewski - Acting CEO of Alior Bank

S
We must appreciate that cybersecurity is not just a problem specific companies
or countries encounter. It is a genuine challenge for all of us. PZU Labis PZU’s response
tocybersecurity-related threats. PZU Labis a new and independent company operating
within the PZU Group. The purpose of its operation is to support clients in mitigating
their cyber risk, among other types of risk, and consequently to reduce any potential
losses related to it. The PZU Group is also investing in the most innovative solutions

in cybersecurity through its Witelo Fund.”
- Pawet Suréwka - President of the Board at PZU SA

atfran]e
CISCO

As recent incidents like WannaCry and Nyetya illustrate, our adversaries are be-
coming increasingly creative in how they architect their more and more destructive
attacks. Organizations that turn security excellence into competitive advantage canin-
novate faster and more fully pursue the sort of digital transformation that allows them
to proactively respond to rapidly changing markets.”
- Lothar Renner - Cybersecurity Director for Eastern Europe,

Russia / CIS and Switzerland at Cisco
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Deloitte

Cyberattacks have gone professional, with organized crime and national govern-
ments sponsoring cyber operations on everything from sensitive government data
to corporations’ intellectual property. The importance of fostering an environment
of security and risk awareness, shared ownership of cyber risk, and cyber risk resilience
is only going to grow”

- Jakub Bojanowski - Partner, Consulting, Deloitte Poland

Today the volume of threat data is exceeding the capacity of the most skilled secu-
rity professional, and organizations are drowning in a sea of information. IBM Secu-
rity has advanced threat research and proven expertise to help protect the world’s
data against cyberattacks. With IBM Security and Watson, IT analysts at thousands
of companies can analyze over 1 million security events every second and react to the
threat within minutes, instead of days or weeks. Cognitive security uses intelligent tech-
nologies like machine learning and natural language processing. It gets stronger over
time, learning with each interaction and getting better at proactively stopping threats.”
- Johan Arts - Vice President at IBM Security Europe

“The popularity of the Internet, network devices and cloud services has led to a new
type of threats to businesses — cyberattacks. These are more dangerous, more dif-
ficult to detect than physical threats and can be prepared practically anywhere in
the world. Any company that stores network data, manages processes or even
just has a website, should treat cybercrime threats with the utmost seriousness.
If a company neglects these threats and does not protect its own business, then it has
to bare this risk, but when it becomes a threat to the business partners or customers,
it is automatically obliged to take countermeasures.
...Not every organization is able or can afford to secure its resources, therefore
it is important to consider using the knowledge and expertise of external partners
e.g. inthe context of colocation.”
- Wiodzimierz Nowak - Member of the Management Board and Chief Security,
Legal and Compliance Officer at T-Mobile Poland SA

9-10 OCTOBER 2017
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8:30
9:45

10:00

10:40

10:40
10:45

10:45

11:15

11:15

11:30

11:30

12:30

AGENDA - DAY 1 - PART 1
I AUDITORIUM HALL

REGISTRATION

OPENING CEREMONY

IZABELA ALBRYCHT - Chair of the Kosciuszko Institute and the Organising Committee
of the European Cybersecurity Forum - CYBERSEC - Poland

BEATA SZYDtO - Prime Minister of the Republic of Poland
CHANCELLERY OF THE PRESIDENT OF THE REPUBLIC OF POLAND REPRESENTATIVE

JOANNA SWIATKOWSKA - Programme Director of the European Cybersecurity Forum -
CYBERSEC, Editor in Chief of the European Cybersecurity Journal and Senior Research Fellow
of the Kosciuszko Institute - Poland

COFFEE BREAK

KEYNOTE STATE KEYNOTE FUTURE
SEAN KANUCK HARALD HAAS
Director of Future Conflict and Cyber Security at Chair of Mobile Communications at the University
11SS, Chair of the Research Advisory Group of the of Edinburgh - UK

Global Commission on the Stability of Cyberspace,
Formerly the first US National Intelligence Officer

for Cyber Issues - USA

SHINING A LIGHT ON THE CYBERTHREATS LANDSCAPE IN EUROPE

SIR JULIAN KING - European Commissioner for Security Union - UK

FROM CYBER WITH LOVE - DIGITAL THREATS TO DEMOCRACY

MELISSA HATHAWAY - President of Hathaway Global Strategies, LLC and a Senior Advisor
at Harvard Kennedy School’s Belfer Center, Former Cybersecurity Advisor in George W. Bush
and Barack Obama administrations, Expert of the Kosciuszko Institute - USA

MICHAEL CHERTOFF - Co-founder and Executive Chairman of the Chertoff Group,
Former U.S. Secretary of Homeland Security - USA

JANIS SARTS - Director of the NATO Strategic Communications Centre of Excellence - Latvia

KARSTEN DIETHELM GEIER - Head of the Cyber Policy Coordination Staff at the Federal Foreign
Office - Germany

ALAN RILEY - Senior Fellow at the Institute for Statecraft, London and Senior Non-Resident Fellow
at the Atlantic Council - UK

MODERATOR: CAROLE CADWALLADR - The Observer columnist and author - UK

0000

12:30

13:00

13:00

13:30

13:30

14:30

14:30

15:15
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INNOVATION STAG(T)E KICK OFF
o ADAM GORAL - President of the Management Board of Asseco Poland - Poland
o MICHAL CHYCZEWSKI - Acting CEO of Alior Bank - Poland
o JAROSEAW SZYMCZUK - General Manager at IBM Poland and Baltic States - Poland
e MODERATOR: ERYK STANKUNOWICZ - Forbes

COFFEE BREAK (Foyer/ VIP Lounge)

13:30
SECURITY OF PUBLIC SERVICES - A NATIONAL EFFORT

e ANNASTREZYNSKA - Minister of Digital Affairs - Poland

13:45
DO WE NEED A DIGITAL GENEVA CONVENTION?

e MARIETJE SCHAAKE - Member of the European Parliament (ALDE), Founder and Member
of the European Parliament Digital Agenda Intergroup - Netherlands

o AMBASSADOR MARINA KALJURAND - Chair of the Global Commission on the Stability
of Cyberspace, Former Minister of Foreign Affairs — Estonia

o JAN NEUTZE - Director of Cybersecurity Policy at Microsoft EMEA - Germany

e MODERATOR: CAMINO KAVANAGH - Visiting Fellow at the Department of War Studies
in the King’s College London - UK

LUNCH (Foyer/ VIP Lounge)
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As the cookie crumbles minute change

| CONFERENCE ROOMS & ITHEATRE HALL fablean Eventory o the websheany
BUSINESS DEFENCE FUTURE INNOVATION
STREAM STREAM STREAM STAGE
Conference Room 1 Conference Room 2 Conference Room 3 Theatre Hall
13:30
13:30 NEW METHOD OF QUANTUM LIGHT CONTROL
OT CYBER SECURITY MONITORING - AS A CHANCE TO STRENGTHEN
PRACTICAL APPROACH 13:30 CYBERSECURITY
o PATRYK GEBORYS - Industrial Control Systems TALLINN MANUAL 2.0 AND THE FUTURE o MAGDALNA STOBINSKA - Head of the Research
Security Team Leader in the Cyber Security team OF CYBERCONFLICTS Group of Quantum Technologies at the University
in PwC - Poland o MAARJANAAGEL - Researcher at NATO Coopera- of Warsaw, Visiting Professor at the University
tive Cyber Defence Centre of Excellence - Estonia of Oxford - Poland 13:30
THE BIG AND THE SMALLER - COOPERATION BETWEEN
e ERKIKODAR - Under Secretary for Legal and
Administrative Affairs at the Ministry of Defence - STARTUPS AND LARGE COMPANIES
Estonia a5 o JAROSEAW BRODA - Vice-President of the Management
X z : Board for Asset Management and Development
o MODERATOR: CDR WIESEAW GOZDZIEWICZ - ;
= e e e N ATO e Feres TaiiE C WHAT IS COMING NEXT? RISK MANAGEMENT at Tauron Polska Energia - Poland
13:30 tre in Bydgoszcz, Expert of the Kosciuszko Institute FORNEW TECHNOLOGY e ROMAN PALAC - President of the Management Board
. 5 Poland « ADAM PALMER - Manager of the U.N. Global at PZU Zycie SA - Poland
14:30 ol e s Oyl POPPY DOWELL - GCHQ Cyber Security Accelerator Pro
” ) . gram
Expert of the Kosciuszko Institute - USA Manager at Wayra - UK
o GEORGE SLAWEK - CEO of Cyberus Labs - Poland
13:45 e MODERATOR: WOJCIECH PRZYBYLSKI - President of the Manage-
CHARTING A PATH FOR CYBERSECURITY ment Board at the Krakow Technology Park - Poland
IN HEALTH SECTOR
e KEITHLAWSON MOORE - President and COO 14:00
at EXEDEC International - USA .
FUTURE OF THE CLOUD
e PAT THORNTON - Head of Technology Office
at the Health Service Executive - Ireland 14:10
o MODERATOR: AARON OSTROVSKY - Researcher APPLICABILITY OF THE INTERNET OF THINGS
in the field of Biomedical Informatics - USA TO THE BATTLEFIELD ENVIRONMENT
o MAURO TORTONESI - Researcher at the Depart-
ment of Engineering of the University of Ferrara 14:15
iz 1415 INTERVIEW 1X1
Al AND THE CHALLENGE OF CYBERSECURITY:
AUTONOMOUS CYBERSECURITY, GETTING e JAN PAWELEC - Program Manager, Cyberpark ENIGMA, Ministry
READY FOR THE LAST 1,7% of Economic Development - Poland
o MARCIN SPYCHAEA - Cyber Security Architect e ROBERT SIUDAK - CYBERSEC HUB Manager, Chief Editor
for Poland & Baltics at IBM = Poland of the European Cybersecurity Market journal and Research Fellow
in the Kosciuszko Institute - Poland
14:30
- LUNCH (Foyer/ VIP Lounge)
15:15
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15:15

15:30

15:30

16:30

16:30

17:30

17:30

17:45

AGENDA - DAY 1 - PART 2
I AUDITORIUM HALL

RESILIENCE, DETERRENCE AND DEFENCE:
NUILDING STRONG CYBERSECURITY FOR THE EU

JAKUB BORATYNSKI - Head of the Trust and Security Unit at the European Commission - Poland

D

NEWLY-WEDS: ARTIFICIAL INTELLIGENCE & CYBERSECURITY

AXEL PETRI - Senior Vice-President Group Security at Deutsche Telekom — Germany

ANDRZEJ ZYBERTOWICZ - Research Fellow at Nicolaus Copernicus University (NCU) in Torun
and the Social Advisor to the President of the Republic of Poland, Andrzej Duda - Poland

NOEL SHARKEY - Professor of Artificial Intelligence and Robotics at the University of Sheffield, Co-
director of the Foundation for Responsible Robotics and Chair of the International Committee for Robot
Arms Control - UK

JOHAN ARTS - Vice President at IBM Security Europe - Netherlands
MODERATOR: TBC

16:30
CYBER INSURANCE - GAME CHANGER IN CYBERSECURITY?

PAWEL SUROWKA - President of the Board at PZU SA - Poland
PETER BESHAR - Executive Vice President and General Counsel of the Marsh & MclLennan Companies - USA

PHILIPPE COTELLE - FERMA Board Member and Vice-President of the Cyber Commission of AMRAE,
Head of Insurance and Risk Management at Airbus Defence and Space - France

VISESH GOSRANI - Director of Risk and Actuarial at Cyence - UK

MODERATOR: SEAN KANUCK - Director of Future Conflict and Cyber Security at 1SS, Chair of the
Research Advisory Group of the Global Commission on the Stability of Cyberspace, Formerly the first US
National Intelli-gence Officer for Cyber Issues - USA

17:15
TRANSPARENCY AND CONTROL: DATA TOOLS TO EMPOWER THE USERS

STEPHAN MICKLITZ - Director of Engineering at Google - Germany

COFFEE BREAK (Foyer/ VIP Lounge)

17:45

18:45

18:45

20:00

20:00

23:00

SPECIAL DISCUSSION PANEL:
DARKWEB - THE EVIL FACE
OF THE INTERNET

BOGDAN SWIECZKOWSKI - National
Prosecutor, First Deputy to the Prosecutor
General - Poland

ALEXANDER SEGER - Executive Secretary
of Cybercrime Convention Committee

and Head of Cybercrime Division at Council
of Europe - Romania

LAJOS ANTAL - Head of the Cyber Risk
Services team and Central Europe Leader
for Cyber at Deloitte - Hungary

MICHAE KRUPINSKI - Acting CEO of Pekao
S.A - Poland, Moderator

MODERATOR: KELLY SHERIDAN - Associ-
ate Editor at Dark Reading - USA

9-10 OCTOBER 2017

he cookie crumbles, last minute chan

wvailable on Eventory or the website only.

SPECIAL DISCUSSION PANEL:
FOREIGN AFFAIRS

IN THE DIGITAL WORLD

VIP Area

AMBASSADOR PIA RANTALA-ENGBERG -
Cyber Ambassador at the Ministry of Foreign
Affairs - Finland

AMBASSADOR MAREK SZCZYGIEL - Inter-
national Aspects of Cybersecurity Coordina-
tor at the Ministry of Foreign Affairs - Poland

URIROSENTHAL - Member Global Commis-
sion on Stability of Cyberspace and Special
Representative to Global Conference

on Cyberspace, Former Minister of Foreign
Affairs - Netherlands

ALEXANDER KLIMBURG - Director Cyber
Policy and Resilience Program at Hague Cen-
tre for Strategic Studies, Expert of the Atlantic
Council - Austria

PAUL CORNISH - Co-director of the Global
Cyber Security Capacity Centre at the Uni-
versity of Oxford - UK

MODERATOR: ELAINE KORZAK - Cyber
Initiative Postdoctoral Fellow at the Middle-
bury Institute of International Studies

at Monterey - USA

Networking with a glass of wine in the venue

BANQUET - SUKIENNICE
(by invitation only / buses leave Hotel Q at 19:30)




CYBERSEC

4,
EUROPEAN

‘CYBERSECURITY FORUM

AGENDA - DAY 1 - PART 2
| CONFERENCE ROOMS & ITHEATRE HALL

15:15

16:30

16:30

17:30

17:30

17:45

18:45

20:15

NETWORKING SESSION
B2B Zone next to Innovation Stage

@

BUSINESS
STREAM
Conference Room 1

16:30
E-RESIDENCY - WHICH STATE IS GOING
TO BE THERE FOR GLOBAL ENTREPRENEURS?

o KASPAR KORJUS - Managing Director of e-Residency
in the Government of Estonia - Estonia

16:45
10T SECURITY - RISK OR OPPORTUNITY
FOR BUSINESS?

o ALEKSANDER PONIEWIERSKI - Partner and Global
|oT Leader at EY - Poland

17.00
SECURITY AS AN ENABLER IN THE DIGITAL ERA

o LOTHAR RENNER - Cybersecurity Director
for Eastern Europe, Russia/ CIS and Switzerland
at Cisco - Germany

COFFEE BREAK (Foyer/ VIP Lounge)

STARTUP STAGE

o

DEFENCE
STREAM
Conference Room 2

16:30
CYBER OPERATIONS OR INFORMATION WAR?
INTERVIEW WITH ALEXANDER KLIMBURG

e ALEXANDER KLIMBURG - Director Cyber Policy
and Resilience Program at Hague Centre for Strategic
Studies, Expert of the Atlantic Council - Austria

e INTERVIEW BY KIM ZETTER - Journalist Covering
Cybersecurity for more than a decade for Wired,
Politico, the Washington Post and other publications
- USA

17:00
CYBERSPACE OPERATIONS PLANNING -
GOOD PRACTICES AND RECOMMENDATIONS

e COL.AVRAHAM COHEN - CEO and Owner
at C as A Strategy LTD; Former Head of C5I
inthe IDF Central Command - Israel

17:15
SPACE DIMENSION OF CYBERSECURITY

e JAKUB RYZENKO - Head of Crisis Information
Centre in Space Research Centre of Polish Academy
of Sciences and Specialist in the field of Space Politics
- Poland

10
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wvailable on Eventory or the website only.

STATE INNOVATION
STREAM STAGE
Conference Room 3 Theatre Hall

16:30

PITCH DECK CONTEST

EXPERTS:
16:30 o PAVEL BOGDANOV - General Partner at Almaz Capital - USA
DEVELOPING EUROPEAN POTENTIAL
IN THE AREA OF CYBERSECURITY e EWAABEL - Investment Manager at the European Investment Fund -

Poland
e JAKUBBORATYNSKI - Head of the Trust and Secu-
rity Unit at the European Commission - Poland o DEBNEEL MUKHERJEE - Founder & Managing Partner at Decacorn
Capital - Singapore
e STEVE PURSER - Head of Core Operations Depart-
ment at ENISA - UK ¢ BRUNO FERREIRA - Executive Director of the Corporate Develop-
ment Division at Alior Bank - Poland
o EMMANUEL DOTARO - Head of ICT and Security

Labs at Thales Secure Communications and Informa- ¢ MODERATOR: CHRISTOPHER ‘CHE’ MOTT - CEO of Global Venture
tion Systems - France Forum and Managing Partner of Global Venture Growth team -
The Netherlands
o MODERATOR: LUIGI REBUFFI - Secretary General of
the European Cyber Security Organisation - Belgium STARTUPS:
e CYBERUSLABS e VOICEPIN
e USECRYPT e SAFELLY
e SPECFILE e TYPINGDNA
e SECURITY SYSTEM GROUP e UNLOQSYSTEM
e GREYCORTEX e BESAFE
e CRYPTOMAGE e PHONEID
o IDENTT e RUBLON
e SHERLY e CRYPTELO
17:15 ¢ OLMOGO
SIDE EVENT

During the break in the startup presentation:

1X1 INTERVIEW
o MARTIN SEBENA - Startup Mentor from APAC Region - Slovakia

e Interview by ROBERT SIUDAK - CYBERSEC HUB Manager, Chief Edi-
tor of the European Cybersecurity Market journal and Research
Fellow in the Kosciuszko Institute - Poland

11
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from 8:00

8:30

10:00

10:00
10:15
10:15

10:30
10:35

11:00

11:00

11:10

AGENDA - DAY 2 - PART 1
I AUDITORIUM HALL

REGISTRATION

D

SPECIAL DISCUSSION PANEL: REGIONAL CYBERSECURITY ECOSYSTEMS

o DAVID CROZIER - Head of Strategic Partnerships and Engagement at the Centre for Secure Information
Technologies - UK

BERT FESKENS - Innovation Liaison at the Hague Security Delta - Netherlands

DANIEL CRAIGEN - Director of Carleton University’s Global Cybersecurity Resource - Canada

RONI ZEHAVI - CEO at CyberSpark - Israel

ROBERT SIUDAK - CYBERSEC HUB Manager, Chief Editor of the European Cybersecurity Market
journal and Research Fellow in the Kosciuszko Institute - Poland

o ALIA.GHORBANI - Canada Research Chair in Cybersecurity, Director of the Canadian Institute
for Cybersecurity at the University of New Brunswick - Canada

e TERRY KOHAN - Head of IT Infrastructure, Architecture, Security, and Operations for the City of Surrey - Canada

MODERATOR: GODFREY GASTON - Director of the Centre for Secure Information Technologies, Opera-
tions Director at the Institute of Electronics, Communications and Information Technology at Queen’s University
Belfast - UK

COFFEE BREAK
OPENING CEREMONY
KEYNOTE DEFENCE KEYNOTE BUSINESS

AMBASSADOR SORIN DUCARU
Assistant NATO Secretary General for Emerging
Security Challenges - Romania

JOHAN ARTS
Vice President at IBM Security Europe — Netherlands

%

BEST CYBERSEC 2017 STARTUP PRESENTATION

12
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11:10

12:10

12:10

12:25

@

12:25

13:55

13:55
14:45
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As the cookie crumbles minute change
ilable on Eventory or the ebsite only.

INTERNET & THINGS: WILL THEY LIVE HAPPILY EVER AFTER?

o MELISSA HATHAWAY - President of Hathaway Global Strategies, LLC and a Senior Advisor at Harvard
Kennedy School’s Belfer Center, Former Cybersecurity Advisor in George W. Bush and Barack Obama
administrations, Expert of the Kosciuszko Institute - USA

ALLAN FRIEDMAN - Director of Cybersecurity Initiatives at the National Telecommunications and Infor-
mation Administration at the US Department of Commerce - USA

ALASTAIR TEARE - Chief Executive Officer at Deloitte in Central Europe - UK
o PRZEMYSEAW KANIA - Managing Director of Cisco in Poland - Poland

o MODERATOR: KIM ZETTER - Journalist Covering Cybersecurity for more than a decade for Wired,
Politico, the Washington Post and other publications - USA

COFFE BREAK (Foyer/ VIP Lounge)

12:25
TOWARD MORE SECURE NETWORKS FOR CRITICAL SECTORS

o JOEL BRENNER - Senior Research Fellow at the Massachusetts Institute of Technology, Former Inspec-
tor General at the National Security Agency - US

12:40
THE REAL COST OF BUILDING A CYBERSECURITY OPERATION CENTER

e ASSAF EYAL - Senior Vice President of Verint’s Enterprise Cyber Global Business - Israel

12:55
BUSINESS SAFETY IS ALREADY HISTORY. SURPRISING CONCLUSIONS
FROM THE KANTAR MILLWARD BROWN REPORT FOR EXATEL

o MARCIN MALICKI - Management Board Vice President at Exatel - Poland

13:10
CYBERSECURITY IN BUSINESS IS ANECESSITY, NOT AN OPTION

o WEODZIMIERZ NOWAK - Member of the Management Board and Chief Security, Legal and Compliance
Officer at T-Mobile Poland SA - Poland

13:25-14:10
BLANK CHEQUE FOR CYBERSECURITY IN THE FINANCIAL SECTOR?
o MICHAL CHYCZEWSKI - Acting CEO of Alior Bank — Poland

e STEVE HOLT - Partner and Head of EMEIA Financial Services Information Security Practice
at EY - United Kingdom

o JEAN-CHRISTOPHE LE TOQUIN - President of the Cybersecurity and Cybercrime Advisors
Network - France

e MODERATOR: TBC

LUNCH (Foyer/ VIP Lounge)

13
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AGENDA - DAY 2 - PART 1
| CONFERENCE ROOMS & ITHEATRE HALL

11:10 INNOVATION
STAGE
12:10 Theatre Hall
FOCUS SESSION: REGIONAL CYBERSECURITY ECOSYSTEMS
12:10
- COFFEE BREAK (Foyer/ VIP Lounge)
12:25
S
STATE FUTURE
STREAM STREAM
Conference Room 1 Conference Room 2
12:25 12:25
INTERNATIONAL CO-OPERATION OF LAW SMART CITIES
ENFORCEMENT AUTHORITIES e TAUNO OTTO - Professor at Tallinn University
o TOMASZ ZDZIKOT - Under Secretary of State in the of Technology, Coordinator for the H2020 Manufu-
Ministry of the Interior and Administration - Poland ture 2017, 14MS Regional Digital Innovation Hub
o CATHERINE DE BOLLE - Delegate of Europe in Robotics, and Estonian research roadmap infra-
to INTERPOL, Commissioner-General of the Belgian structure object: Smart Industry Centre - Estonia
Federal Police - Belgium o KAMILWYSZKOWSKI - General Director of UN
e JEAN-CHRISTOPHE LE TOQUIN - President of the Global Compact Poland - Poland
Cybersecurity and Cybercrime Advisors Network - e ARTUR CZERWINSKI - Manager of Business Devel-
France opment in Cisco Poland - Poland
¢ MODERATOR: MICHAL SZUEDRZYNSKI - Deputy e MODERATOR: RICHARD LUCAS - Business
Managing Editor in Rzeczpospolita - Poland and Social Entrepreneur - UK
12:25
- 13:05 13:10
13:55 FRAMEWORK FOR INCLUSIVE CYBER FINDING THE ROOTS OF TRUST FOR CYBERSECU-
POLICYMAKING RITY IN THE WORLD OF CONNECTED DEVICES
o LEA KASPAR - Executive Director at Global Partners e GIULIAPASTORELLA - Government Relations Manager
Digital - UK atHP - UK
13:20
IMPLEMENTATION OF KEY REGULATIONS - 13:25
THE NIS DIRECTIVE - LESSON LEARNT FROM AUTONOMOUS VEHICLES
GERMANY o MARTEN KAEVATS - National Digital Advisor
e ROLAND HARTMANN - Head of International Relations in the Government Office of Estonia - Estonia
at the Federal Office for Information Security - Germany
13:35
CYBER CRISIS MANAGEMENT - UKRAINIAN
CASE STUDY 13:40
o ALEXANDER POTII - Deputy Chief Designer JSC PRIVACY BY DESIGN MEASUREMENT AS A RISK
Institute of Information Technology at the V. N. Karazin REDUCTION METHOD
Kharkiv National University — Ukraine o LUKASZ OLEJNIK - Independent Cybersecurity
o ANTON KUDIN - Professor at the National Technical and Privacy Consultant and Researcher — Poland
University of Ukraine; Deputy Director of the National
Bank of Ukraine Security Department — Ukraine
13:55
- LUNCH (Foyer/ VIP Lounge)
14:45

14

o

DEFENCE
STREAM
Conference Room 3

12:25
FUTURE OF THE DEFENCE SECTOR
o BROOKE GRIFFITH - Vice President, International

Business Development for Raytheon Intelligence,
Information and Services - USA

BEAZEJWOJNICZ - President of the Management
Board in the Polish Armament Group - Poland

NIKODEM BONCZA TOMASZEWSKI - CEO
at Exatel - Poland

ANDRZEJ BARTOSIEWICZ - Cyber Security Autho-
rity at Thales - Poland

MODERATOR: CDR WIES£tAW GOZDZIEWICZ -
Legal Advisor to the NATO Joint Force Training Centre
in Bydgoszcz, Expert of the Kosciuszko Institute -
Poland

13:25
METHODOLOGY OF PLANNING CAPABILITIES
AND ORGANIZATIONAL STRUCTURES

TO CONDUCT OPERATIONS IN CYBERSPACE
o MIROSEAW MAJ - Adviser to the Minister of National
Defence - Poland

13:40
MOBILE ON-GROUND ROBOTICS IN SPECIAL

OPERATIONS
e PIOTRSZYNKARCZYK - Director of the Industrial Re-
search Institute for Automation and Measurements - Poland

FOCUS SESSION:
CYBERSEC HUB

12:25
LIVE HACKING SHOW

e FUKASZ BOBREK - Senior IT Security Specialist at SecuRing - Poland

12:55
ENTREPRISE SOC - DEVELOPMENT TRENDS

o TOMASZ SAWIAK - Architect of IT Security Technology at PwC - Poland

13:10
AMBIENT SOFTWARE - THE FUTURE OF WORKPLACE

e TOMASZ WESOtEOWSKI - CEO and Co-founder at 2040.io - Poland

13:25
SPECIAL PRESENTATION

13:40
DEMO OF DETECTING ILLEGAL PERSONAL DATA TRANSFER
OVER PHONE CONVERSATION

e BARTOSZ ZIOtKO - CEO of Techmo - Poland

9-10 OCTOBER 2017
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AGENDA - DAY 2 - PART 2
I AUDITORIUM HALL

1445 6
15:00

SPECIAL OPENING OF DEFENCE STREAM

MISSION ASSURANCE IN THE AGE OF CYBER UNCERTAINTY

15:00 o TOMASZ SZATKOWSKI - Under Secretary of State in the Ministry of National Defence - Poland
16:00 e CHRISTIAN-MARC LIFLANDER - Head of the NATO Cyber Defence Section - Estonia
e BRIG. GEN. VASIL SABINSKI - Director of Communications and Information Systems at EU Military
Staff - Bulgaria
o COL.DONALD LEWIS - Leader of Task Force Cyber and Branch Head of Cyber Situational Awareness
inthe J-Cyber Division at NATO SHAPE HQ - USA
o MODERATOR: BROOKS TIGNER - Editor and Chief Policy Analyst at Security Europe - UK
16:00
- COFFE BREAK (Foyer/ VIP Lounge)
16:10
16:10
FINDING A DEFENCIBLE THRESHOLD TO ACHIEVE DETERRENCE IN CYBERSPACE
o MARTIN LIBICKI - Adjunct Management Scientist at the RAND Corporation, Professor at the Pardee
RAND Graduate School, Distinguished Visiting Professor at the U.S. Naval Academy - USA
16:10
16:55

16:40
A COLLABORATIVE APPROACH TO CYBER RESPONSES

o BROOKE GRIFFITH - Vice President, International Business Development for Raytheon Intelligence,
Information and Services - USA

17:00 KEYNOTE CLOSING PRESENTATION
- o JULIAANGWIN - Investigative Journalist, Cybersecurity Expert, the author of Dragnet Nation: A Quest
17:15 for Privacy, Security and Freedom in a World of Relentless Surveillance - USA

FIRESIDE CHAT: WHAT IF PRIVACY BECOMES HISTORY
e JONVON TETZCHNER - Co-founder and CEO of Vivaldi Technologies and former CEO of Opera

17:15 Software - Iceland
17:45 o JULIA ANGWIN - Investigative Journalist, Cybersecurity Expert, the author of Dragnet Nation: A Quest
for Privacy, Security and Freedom in a World of Relentless Surveillance - USA
o MODERATOR: WARWICK ASHFORD - Security Editor at Computer Weekly - UK
19:00
il th-e <un CLOSING PARTY - KOSCIUSZKO MOUND
comes a- (by invitation only / buses leave Hotel Q at 18:45)

shinin

9-10 OCTOBER 2017
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15:00

16:00

16:10

16:55

AGENDA - DAY 2 - PART 2
| CONFERENCE ROOMS & 1 THEATRE HALL

INNOVATION
STAGE
Theatre Hall

15:00

CEE AS AFIELD OF INVESTMENTS. HOW TO ATTRACT A VC FUND INTO YOUR STARTUP?
e ELIZA KRUCZKOWSKA - Chief Innovation Officer at Polish Development Fund - Poland

e PIOTR WILAM - Co-founder, Managing Partner and Leading Investor at Innovation Nest (seed/VC fund) - Poland

o WOJCIECH FEDOROWICZ - Managing Partner at TDJ Pitango Ventures - Poland

e BARTOSZ LIPNICKI - Managing Partner at Alfabeat - Poland

o PATRIC GRESKO - Head of Division Innovation and Technology Investments

at the European Investment Fund - Luxembourg

¢ MODERATOR: ZBIGNIEW WOZNOWSKI - CEO and Co-founder of Reality Games - Poland

15:40
INTERVIEW 1x1

e ULRICH SELDESLACHTS - Ulrich Seldeslachts - Executive Director

of LSEC.eu - Belgium

o Interview by ROBERT SIUDAK - CYBERSEC HUB Manager, Chief Editor
of the European Cybersecurity Market journal and Research Fellow in the Kosciuszko Institute - Poland

STATE
STREAM
Conference Room 1

16:10
POLISH-UKRAINIAN CO-OPERATION
IN CYBER- AND INFORMATION SPACE
e DMYTRO ZOLOTUKHIN - Deputy Minister of Infor-
mation Policy - Ukraine

e Interview by ADAM LELONEK - President and Co-
founder of Center for Propaganda and Disinformation
Analysis Foundation - Poland

16:40

ALL ELECTIONS ARE HACKABLE - SCALABLE
LESSONS FROM ESTONIA’S SECURE I-VOTING
AND GLOBAL ELECTION HACKS

o LIISAPAST - Chief Research Officer of the Cyber De-
fence Branch of the Estonian IT System Authority - Estonia

FUTURE
STREAM
Conference Room 2

16:10

ISTHE FUTURE OF CYBER SECURITY GOING
TO BE OFFENSIVE OR JUST ACTIVE - WHAT’S
THE DIFFERENCE?

e JOHN DAVIES - Co-founder and Chair of the South
Wales Cyber Security Cluster - UK

16:35
ROBOTS, ETHICS AND WAR
e GUIDONOTO LADIEGA - Lecturerin Law at North-

umbria University, President of the Ital-loT Centre
of Multidisciplinary Research on the Internet of Things - UK

Ll

BUSINESS
STREAM
Conference Room 3

16:10
CYBERSECURITY OF CRITICAL INFRASTRUC-
TURE - THE ROLE OF STANDARDS

o KRZYSZTOF SILICKI - Undersecretary of State at the
Ministry of Digital Affairs - Poland

o KEVIN STINE - Chief of Applied Cybersecurity
Division at the National Institute of Standards and
Technology - USA

o MARKSMITHAM - Senior Manager of Cybersecurity
Policy at Microsoft EMEA - UK

o MODERATOR: KAZIMIERZ KLONECKI - Partner
and Risk Leader for Central and Southeast Europe
atEY - Poland

16:00-18:00
INVESTORS’ TOUR

9-10 OCTOBER 2017
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Venue Maps
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Useful information

FORUM VENUE

CYBERSEC 2017 will take place in ICE Krakéw Congress Centre, which thanks to its high standards is
set among the most desired and exclusive congress centres in Europe. This modern building is located

in the walking distance from the Old Town and easily accessible from all corners of the city. In order to see

all possible options of public transport, as well as walking paths, from and to the ICE, we suggest visiting:

http://www.icekrakow.com/information/access

The exact address of the ICE Congress Centre is as follows:
ICE KRAKOW (International Conferences and Entertainment), ul. Marii Konopnickiej 17, Krakéw 30-302

REGISTRATION DESK

Registration will be placed on the level O at the
conference venue and opened on 9 October be-
tween08:00and 19:00, and on 10 October between
08:00and 16:30.

SECURITY INFORMATION

During the registration participants will obtain
the badges, which we kindly ask you to wear all
the time during the CYBERSEC 2017. Please note
that the badge is non-transferable.

We are also asking for your patience and under-
standing during the security check, for it is all for
your own safety.

CYBERSEC Wi-Fi

Network name: CYBERSEC T-Mobile_Free Wifi
Password: Cybersec2017!

ACCOMMODATION

Most of our speakers have chosen Q Hotel Plus
Krakéw and Hilton Garden Innfor theiraccommoda-
tion, which are located in proximity of the venue.

In case of any problem or inquiries concerning your
accommodation, you cancontact the hotels directly:

Q Hotel Plus Krakow
ul. Wygrana 6, 30-311 Krakow
Receptiondesk phone number: (0048) 123334020

Hilton Garden Inn
ul. Marii Konopnickiej 33, 30-302 Krakéw
Receptiondesk phone number: (0048) 12399 9000



FOOD AND BEVERAGES

Coffee Breaks will be arranged by the host between
paneldiscussions. Coffee stations will be available on
theLevelO, 1,3 (all participants) and Level 2 (VIP area).

Lunch for all participants will be served on both

9 and 10 October on the Level 1 (all participants)
and Level 2 (VIP area).

ACCOMPANYING EVENTS

CYBERSEC MOBILE APPLICATION

Download our mobile application Eventory
on Google Play or App Store, which will enable
you to keep in touch with the speakers and the par-
ticipants of the Conference, and find all the news
and updates concerning CYBERSEC 2017.

* register by creating your own profile

e pickup CYBERSEC list of events

e jointheevent
Enjoy all of the possibilities waiting for you!

On 9 October, networking with a glass of wine in the venue will start from 18:45 (VIP area).

In addition, upon separate invitations CYBERSEC Banquet on 9 October, and closing banquet
on the Kosciuszko Mound on 10 October will be offered.

CYBERSEC 2017 CALL CENTER

Should you have any questions during the conference, we will readily help you.
Please contact +48 663 082 873 and we will do our best to solve all your problems.

9-10 OCTOBER 2017
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- ZAFIRMOWANI.PL

Zarejestruj sie na portalu zafirmowani.pl

i korzystaj z bezptatnej ksiegowosci online
oraz niezbednika przedsiebiorcy,

dzieki ktéremu rozwiniesz swaj biznes.

(G
W
Alior Bank SA, ul. topuszanska 38D, 02-232 Warszawa, Sad Rejonowy dla m.st. Warszawy E’,’,g}l’) Iy

)
w Warszawie, XlIl Wydziat Gospodarczy, KRS: 0000305178, REGON: 141387142, 2
NIP: 1070010731, kapitat zaktadowy: 1 292 636 240 zt (optacony w catosci). WYZSZA KULTURA




Freedom sees

no limits

Multi-currency debit card

Use a single card with multiple currencies
(PLN, USD, EUR, CHF, GBP).

Check out our multi-currency card offer at www.pekao.com.pl/karta-wielowalutowa.

www.pekao.com.pl
801 365 365 (operator charges apply) m ‘ Ban k Pekao

This material was drawn as of 14 Sep. 2017. Information contained herein does not constitute an
offer as defined in the Civil Code. Mastercard Debit FX card is issued with the following Eurokonto
accounts: Intro, Optymalne, Aktywne, Aktywne Plus, Mobilne i Net, Standard, Plus, Niebieskie,
Srebrne. Complete information about the Mastercard Debit FX card, along with the current
Commissions and Fees Table, is available in Bank Pekao SA Branches, at www.pekao.com.pl and
at 801 365 365 (operator charges apply).

Bank Polska Kasa Opieki Spdtka Akeyjna.



PZU is proud to be a Strategic Partner
of the Third Annual European Cybersecurity
Forum in 2017 in Krakow, Poland

PZU is one of the largest financial institutions in Poland and Central
and Eastern Europe.

PZU is the leader on the Polish insurance market and a major player
on the financial services market in Poland.

By leveraging innovation, nimbly adapting to evolving market demands
and expectations and abiding by its code of ethics, PZU is poised

to continue growing rapidly. y
That is why we are here.






Deloitte.

Secure.
Vigilant.
Resilient.

www.deloitte.com/pl/cyber
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I CAN
ANALYZE 1 MILLION
SECURITY
EVENTS
A SECOND.

With IBM Security and
Watson, ITanalysts at
thousands of companies
can monitor over 35
billion security events

a day, 60 times faster
than ever. Find out
more at ibm.com/you
This is security to the
power of IBM.

youIBM



NOW YOU CAN!

UNLIMITED
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Software, services, consulting
- Poland, EU and NATO.
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EY

Building a better
working world

Does cybersecurity
only become a
priority once you've
been attacked?

ey.com/fsinsights #BetterQuestions

The better the question. The better the answer. The better the world works.



Google

A safer
Internet
IS within
reach

Online security is a universal concern. That's why

we build security into everything we do. And we don't
stop there. We're constantly innovating to create
tools for the entire web, and educating people and
organizations on how to stay safe online. The Internet
is a big place and it's going to take all of us working
together to make it more secure.

Go to myaccount.google.com to control,
protect and secure your Google account.

privacy.google.com



PROVEN SOLUTIONS
FOR ARMED FORCES

POLISH ARMAMENTS GROUP

TURNOVER KEY COMPANIES
2 mld $ annual 35 companies

20¢

EMPLOYMENT PRODUCTION PLANTS
more than 20.000 more than 100

\\\ PGZ www.pgzsa.pl

POLISH ARMAMENTS GROUP



CYBER SOLUTIONS

PROTECTING
EVERY SIDE OF

CYBER

Raytheon delivers solutions that help
government agencies, businesses and
nations protect critical information, systems
and operations across every side of cyber
— to make the world a safer place.

RaytheonCyber.com B
@RaytheonCyber u

Raytheon Cyber m

Raytheon

© 2017 Raytheon Company. All rights reserved.
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TAURON

We create

PROGRESS

SERWISANT
Everyday day we support innovative ideas and develop new opportunities. We invest

in technology and care for sustainable development. We work with passion and energy
to achieve success. That makes us special.
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See Automate
the Bigger Picture the Hunt

©

Get complete visibility
with a pre-integrated
solution that detects

across network,

endpoint and payload. the clock

ONE UNIFIED
PLATFORM

FOR ADVANCED
THREAT DETECTION
& RESPONSE

Continually monitor,
detect, investigate,
confirm and document
incidents around

Reduce
Operating Costs

Staff up
on Virtual Analysts

Beat the skills shortage
with automated
investigation and the
actionable intelligence
that stops attacks.

Automatically validate
every lead with
continuous network and
endpoint forensics.

Verint, the global leader in Actionable Intelligence®
solutions, is transforming the way organizations combat
advanced cyber threats. Verint Threat Protection
System is the first unified, intelligence-driven platform
that detects breaches across the attack chain and
automates the complex work of incident investigation.
Verint Threat Protection System automatically collects
leads, reviews evidence, and uncovers attacks, analyzing
thousands of leads per day and providing analysts with
clear, visual, incident storylines.



@ www.coig.pl/en/

COIG
security by default,
security by design.

B N
Cnmm—
/ 8
CLOUD
SERVICES: PRODUCTS: COMPUTING:
o @ L J
audits of personal data intelligent video surveillance, secure backup,
rotection, . " . .
P identity management, dctive infrastructure surveillance,
safety audits, biometric authentication, backup.data centers,
development of safet ; . .
P ) .y perimetric protection. scalable system infrastructure
procedures and policies, . . P
ensuring high availability and
implementation of information efficiency, securing business

security management system. continuity.



JUST

INTER
EY WANT

TO HACK.

IT’S YOUR
BUSINESS.



The World’s Largest Source for
Information Security Training and Certification

Awareness GIAC Certification «
Programmes
CyberTalent «
* SANS Cyber Assessments
Academy
NetWars «

* SANS Technology
Institute CyberCity

CyberStart «




Working together to protect and create
value in a changing world

Our mission

The category of one Cybersecurity & Privacy team building digital trust
for leading organisations

Get Started Evolve and i Have Manage
. Transform i Confidence i Crisis

By assessing i i

your strategic Your systems i In your people, and any

needs, know and processes i systems, security

your critical to adapt to risk i processes - incidents,

digital assets, profile and ii to protect, privacy

and how you cyber threat i monitor, detect violations,

Transformation [ Implementation Privacy/GDPR Breach/Incident

* Security assessment * Security Architecture * Privacy assessment * Vulnerability assessment
(technology, people, . (regulatory, maturity, (Pen-testing, Red-
processes) and strategy ~ * Security Tech_nology impact and data-use teaming, PwC STRIKE)
development Implementations assessments)

(SIEM, WAF, PAM, Anti- Incident readiness and

* Cyber risk management APT, OT/SCADA * Privacy transformation security awareness
and governance (GRC) Monitoring, IAM) . programs
(incl. assets identification . . * GDPR readiness .
and prioritization)  Security Operations assessment * Incident response,

Center (SOC) design & and implementation investigation and

* Third-party build remediation
cyber/technology * Personal data governance
risk management * Managed Security * Threat management

Service Offerings Data leakage prevention

* Business systems Breach indicator
security (incl. cloud assessment

security, third-party) BCP/DR

i =

ch pwe.pl

Breach Response Plan
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